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Savvis Intelligent Monitoring —
Network Device Management

Overview

Managing IT infrastructure is costly and complex. Although critical to your
business, it is not what differentiates your company from the competition.
Savvis offers built-in economies of scale and skills as a service provider to
extend IT infrastructure management costs across a large customer base.

By leveraging its significant experience serving the financial services industry,
Savvis has developed a scalable process methodology to detect and rapidly
solve issues across a large number of monitored objects. This allows Savvis’
Intelligent Monitoring (SIM) customers to focus on managing business-
specific application layer data rather than their commodity infrastructures.

Savvis Intelligent Monitoring Network Device Management

Savvis Intelligent Monitoring was developed as a managed service to provide
everything from monitoring to full management of customer-owned server and
network devices, software operating systems, applications, and databases. The
service offers network monitoring of customer network devices via standard
Management Information Base (MIB 1) support and software agent-based
polling and monitoring.

Savvis Network Device SMNP Traps — Examples

* Cold and Warm Start
* Power Supply Alert

» Authentication * System Utilization

* Fan Alarm  CPU Utilization

* Temperature Alert

Supported Network Devices

* Cisco® Routers
» Cisco® Switches
* Foundry Networks® Biglron Routers

Response Time

Savvis will notify the customer via automated e-mail within 15 minutes
of receiving an alert at the Savvis Service Center.

IT Infrastructure-as-a-Service

Key Features

* Project management
during installation

* SNMP and ICMP
ping monitoring

« MIB Il support

¢ Agent-based
event detection

* Operations center coverage
on a 24/7 basis

e Event correlation
and validation

« SAVVISStation customer
portal access (system
health, ticket activity, trend,
and performance reports)

e Ticket tracking, commu-
nication, notification, and
escalation management
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ISO Network Management Functional Areas

Available in three service options — Basic, Basic+ and Premium — Savvis
Intelligent Monitoring service is based on core scripts that check specific host
capabilities for the following International Organization for Standardization
(ISO) Network Management functional areas:

* Fault Management detects, logs, and notifies if problems arise.

* Configuration Management monitors system configuration information to
track host operations.

* Performance Management measures availability of monitored attributes.

» Security Management controls access to resources according to customer
guidelines.

Switch and Router SNMP Traps and Polls

SNMP Traps
Temperature Alarm Includes system over/under temperature SNMP Traps.
Power Supply Alarm Includes power supply failure/insert and low/high voltage SNMP Traps.
Fan Alarm Includes fan low/high RPM and failure/insert SNMP Traps.
Warm Start Includes warm start requests and completed SNMP Traps.
Cold Start Includes cold start completed SNMP Traps.
Authentication Includes successful/failed login attempts and access method
SNMP Traps.

Service Based Description

Interface Operational Status | Includes all interface status definitions: up, down and marginal.

SNMP Polling

System Level Description

CPU Utilization Identifies the average utilization of the system’s CPU(s). This may be an
internally computed value or computed via the SAVVISStation portal.

Memory Utilization Identifies the average utilization of the system’s memory. This may be an
internally computed value or computed via the SAVVISStation portal.

System Temperature Identifies the system’s operating temperature.

Power Supply Status Identifies the system’s power supply(s) operational status (voltage/up
or down).

Fan Status Identifies the system’s fan(s) operational status (RPM/up or down).
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Service Based Description

Interface Utilization Internal computed calculation or via the in/out octets within MIB2
computed against Interface Speed. (Actual may vary depending on
specific service.)

Interface Collisions Running counter on a particular Ethernet port.

Interface Operational Status | Identifies the operational status of an Ethernet interface.

Interface Administration Identifies the administration status of an Ethernet interface.

Status

Interface Speed Identifies the operational speed of an Ethernet interface.

Interface Duplex Identifies the operational duplex of an Ethernet interface.

Interface Description Identifies the vendor’s description of a particular interface.
About Savvis For more information
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deal with the rising costs of bandwidth, energy, real estate, staff and expertise. EMEA
As a pioneer in utility computing, Savvis understands and harnesses the latest Savvis UK Limited
advances in technology like virtualization, cloud computing and support Tel +44 (0O)118 322 6000

process automation.
ASIA PACIFIC

Savvis Singapore
Company Pte Ltd
Tel +65 6768 8000

JAPAN
Savvis Communications K.K.
Tel +81.3.5214.0151

© 2008 Savvis, Inc. All rights reserved. Savvns® is the registered trademark of Savvis Communications Corporation.
All other trademarks and service marks are the property of their respective owners. -1-



