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About Your Service

Symphony Database is a highly available and scalable cloud based relational database platform built
on Oracle Real Application Clusters. With Symphony Database developers do not have to install,
configure, maintain or manage any database server software. High availability and fault tolerance are
built into the architecture and no systems administration is necessary. Because Symphony Database
uses Oracle Enterprise Edition as its underlying technology, existing client applications and software
require little to no modification to begin using the service. Additionally, the same powerful
development and management tools used for traditional Oracle deployments work seamlessly with
Symphony Database (including, but not limited to, the SQL*Plus Client).

Purchasing a Symphony Database provides you with:

e Assured access to compute resources

e Tiered storage billed by usage

e Dedicated firewall rules and a dedicated SQLNet Listener Port
e An SFTP site for access to your files

e Portal based user management.

The Symphony Database portal has been designed to be used in conjunction with popular database
access tools, including SQLPIlus, Toad, etc. This allows very little difference from a traditional
environment in regards to database management and design.

When Savvis initially configures your Symphony Database service, an Admin account is created that
you can use to access your databases for administrative purposes. The Admin account password is
randomized and not provided after installation, the password must be reset through the SavvisStation
Portal in order to use this account.

Once you have initiated a Symphony Database configuration, you may create schemas using the
portal and then import any data into those schema(s) via the portal interface or login into SQLPIus and
manually create objects. The route you choose will depend on your application. To import a schema
into your Symphony Database you will need to enable SFTP access which is covered later in this
document.

Access to your Symphony Database databases is limited to the IP Addresses and/or Subnets you allow
in the Symphony Database firewall.

By default Savvis creates a backup of your entire Service Tier nightly; this can be disabled via a phone
call to the support desk. Savvis does support Tape Backups, but tape backups are not included; please
see the Tape Backup SSG for details around backups, backup retention policies and integration with
Tape Backups.

Savvis Symphony Database Startup Guide - Oracle 6



Savvis

Monitoring

Symphony Database is a fully managed offering, and all critical systems are monitored 24x7. Due to
the shared/multi-tenant architecture of the Symphony Database environment, and the significant
investment in redundant components, access to the infrastructure monitoring feeds will be limited to
Savvis personnel. Savvis does provide trap feeds for customer level components, like the database,
and these traps are outlined in the Savvis service guide (SSG). Savvis does not have the ability to
provide custom monitoring from within the environment but can provide remote monitoring from the
client side. This custom monitoring could include health checks validating everything from network
latency to simple connectivity tests.

System Maintenance

An important component of system administration and management is keeping the system up-to-date.
System maintenance includes keeping the system current with all patches, to help prevent security
compromises or operational reliability issues. Savvis will, from time to time, schedule the installation
of system patches, as deemed necessary by Savvis’ support staff. Savvis will schedule the installation
with you in advance. The advanced notification will allow both parties to prepare for the patching, as
well as provide ample time for discussion regarding the potential impact the patch may have on your
specific applications.

Support

If you need support for any reason, please call the Savvis Hosting Help Desk at 888-638-6771
opt. 2 or email Reqguest@Savvis.net before performing the maintenance. The Help Desk is
available on a 24/7 basis.

Savvis Symphony Database Startup Guide - Oracle 7
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Getting Started

How to create your Symphony Database subscription

Symphony Database Resources are created in the Savvis Marketplace. This action creates a new
Symphony Database Compute Resource providing the compute layer, sftp framework and firewall for
databases. When creating a Symphony Database you will need to select the Database Platform of
“Oracle” and enter at least one IP Address for the firewall to be created. The IP Address prepopulated
is the IP Address you are currently coming from, and no more than five IP Addresses can be added
during the creation of the service.

Note: Symphony Database Compute Resources are not accessible from Private IP Addresses like those found in the following three

ranges: 10.0.0.0 thru 10.255.255.255, 172.16.0.0 thru 172.31.255.255 & 192.168.0.0 thru 192.168.255.255 the firewall only
accepts IPv4 addresses at this time, contact the Savvis helpdesk if an IPv6 address is required.

5iSAVVIS.

Home * Services * Reports = Utilities * Security * Marketplace * Support * Settings * | Sy

Marketplace

Welcome to the Symphony Cloud Marketplace

Click here to view help This section allows you to add, manage, and change your

s»Marketplace

#»Symphony Orchestrator @ @ Add:

»Compute Dashboard
Symphony Dedicated &

simage Manageme nt
Symphony Open @

Symphony WVPOC @
Utility Storage &

Customer Access Extension @

2My Cart - Symphony Database €
»Locked Carts

»Submitted Carts

»Storage Dashboard
sDatabase Dashboard

Shopping Cart

Add Services
»Symphony Dedicated @ @ Change:
»Symphony Open @ Symphony Open

Symphony Dedicated

»Symphony VPDC @
Symphony VPOC

#Utility Storage @ Symphony Database

sCustomer Access Extension @ |

e
L o g
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How to enable SFTP access

SFTP access to your Symphony Database Subscription can be enabled in the General tab of your
Symphony Database as “Enable SFTP”, this action enables SFTP access to the backup folder of a
Symphony Database Compute Resource. The process includes creating an account to access the SFTP
site and granting access to the site to this user. If you forget the password to your SFTP user account
you can either disable and enable SFTP access or call the Savvis helpdesk and have them reset the
password. The password submitted when enabling SFTP must have at least 1 number, lower case &
upper case letter and special character.

Enable SFTP Access

Enabling SFTP Access will allow you to
upload and download native Microsoft
S0L Server Database Backups.
Backups can be uploaded for migrating
databases into Symphony Database
and backups can be downloaded. Any
backup file intended for long term
usage should be placed in the archive
folder. All other folders are subject to
deletion after 4 days.

Password:

l Confirm ]l Cancel J ﬁ

Savvis Symphony Database Startup Guide - Oracle
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How to add rules to the firewall

Firewall rules can be added from the Firewall tab of your Symphony Database as “Add IP Address”,
this action will open the firewall allowing network access to the Symphony Database Compute
Resource databases and data to the requested IP Address or Subnet.

Each Symphony Database Compute Resource has its own firewall rules that are managed through the
SavvisStation Portal. The Firewall must have at least 1 IP Address or Subnet defined at all times, and
subnets can be no larger than /24 (255.255.255.0). The firewall does not prohibit access to the
SavvisStation Portal, but to accessing the databases and data within. The firewall is not limited in the
number of IP Addresses or Subnets defined for a Symphony Database Compute Resource.

Note: Symphony Database Compute Resources are not accessible from Private IP Addresses like those found in the following three
ranges: 10.0.0.0 thru 10.255.255.255, 172.16.0.0 thru 172.31.255.255 & 192.168.0.0 thru 192.168.255.255 the firewall only
accepts IPv4 addresses at this time, contact the Savvis helpdesk if an IPv6 address is required.

Dashboard - S6085145CE0RAN 3

General Firesvall Uszer Management Backups
Consumer Group Name: S6085145C80RA01
IP Address: 165.183.6.20
DMNS Mame: SE085145CR0RANT SDB.3AVVIS.
TCP Port: 1585

Add IP Address to Firewall

Server Hosts: Select a Server

- Add

IP Adresss:

Subnet Mask: 24 26 28 30 3z
1 1 1

|

1 1
[ )
255.255.255.255 .-'32|I'

» Bemoave

Allowed IP Addresses

IP Address
1012142131

Savvis Symphony Database Startup Guide - Oracle
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Add IP Address to Firewall

IP Adresss

24 = 178 | = 51 =
Subnet Mask
24 26 28 30 3z

— e
255.255.255.192 /26

l Apply H Cancal J
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@
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How to create logins/schemas

Available in the User Management tab of your Symphony Database as “Create Schema”, this action
creates a Oracle Database Login. Logins may be used by Applications/developers/administrators to
access, manage, maintain, design or manipulate the databases. Users by default do not have access
to any other schemas in your Service tier. Rights to databases are gratned to other schemas via the
SavvisStation Portal using the “Grant User Acess” feature. When a user is created you will be
prompted to supply the username and password for the new user, the username will actually have
your Symphony Database name apppended to it like “john_doe_s123456sc8ora01” when “John_Doe”
was entered by you as the username.

Create Schema

Schema Mame:

Savvis Symphony Database Startup Guide - Oracle 11
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How to grant access to another schema in your service tier

Available in the Security tab of your Symphony Database Databases as “Grant User Access”, this task
will allow you to grant read only or read-write access to another schema. This task gives a user access
to select insert, update and delete from another schemas objects. If access to schemas in another
service tier of the same client ID are required, this can be accomplished via a call to the savis help
desk.

Consumer Group Name:  36085143CB0RA01

ﬁ Creata Schema

Authentication

Usemame Type Task
ADNMIN_S6085145C80RA01 ORA_LOGIN
MRTARTTZ_56085143CB0RAN1 ORA_LOGIN Delete Reseat Password Disable Grant Access —
MRTARTTS_S8085143CE0RAM ORA_LOGIN Delete  Reset Password Disable Grant Access Revoke Access
MRTARTT1_S6085145CE0RAN1 ORA_LOGIN Delete  REeszat Password Disable Grant Access Bevoke Access

Grant User Access
Source Schema
MRTARTTZ _S6085145CE0RA01
Please select a destination schema
MRTARTTS SE085145CE0RAD1 -

MRTARTT1_SE0E5143CE0RA01

MRTARTTS S6085145CE0RA01 9
L J R ] =

Savvis Symphony Database Startup Guide - Oracle 12



Savvis

Connecting To Your Database

When connecting to your database you will need to gather the following information from the
SavvisStation Portal in order to properly generate the appropriate connection string:

e ServerName
e TCP Port

e User Name

e Password

Each database in the SavvisStation Portal has an example SqglNet connection string under the General
tab, the details in this string can be used to create other connection strings like the examples below.

Note: the username and password for the connection string in the portal use “?” for the values, the “?” must be replaced with an
actual username and password for the connection string to work.

SQLNet Connect String for JDBC

CLOUDDB_SAWIS =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = myhost) (PORT = myport))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = myservice_name)

Savvis Symphony Database Startup Guide - Oracle 13
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Managing Your Symphony Database Service

The Symphony Database service has been designed to be managed from both the SavvisStation Portal
and via SQL*Plus. You can create schema objects via SQLPIlus Scripts from your local client or you can
use any third party tool capable of connecting to the database.

Using third party management tools

Third party management tools like Quest Toad, iSQL, etc. can connect to your Symphony Database
Databases but the functionality may be limited because of more restrictive permissions in Symphony
Database then a standard Oracle Server.

Savvis Symphony Database Startup Guide - Oracle 14
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Navigating the SavvisStation Portal

The SavvisStation Portal has two interfaces for Symphony Database; Marketplace and Orchestrator.

Marketplace

Marketplace is where new Symphony Database subscriptions can be created and existing subscriptions
can be altered by increasing and decreasing the service tier.

The SavvisStation Portal provides the functionality that is not available via SQL*Plus in Marketplace:

SiSAVVIS.

Home * Services * Reports > Utilities r- Marketplace * Support > Settings : | Sym

2011-04-01 ﬁ Cross Connects Can Mow Be Ordered

Jﬂashbnard| |Serui|:\EDetai5| |HnstRB|:\entEven13[lmn13}| |Dpen(:ar5§[29ca5§}| |HE5;|

Symphony Dedicated @ il :

Symphony Cpen_ g
Symphony VPDC @

Ltility Storage
Customer Access Extenszion & Symphony VEDC

Symphony Database _ - Symphony Database

Symphony Open
Symphony Dedicated

Savvis Symphony Database Startup Guide - Oracle 15



Savvis

Orchestrator

Orchestrator is available to all customers who have purchased Symphony Database services.
Symphony Orchestrator allows you to manage several operational aspects of your Symphony
Database services such as managing the firewall, creating additional schemas, adding and deleting
users etc.

i i i -
& SAVVIS.

thities »  Security * Marketplace »

?'ﬁ.'l.r_"-::ﬁ 1-. w
Market™ .
Storage Dashboard
Display Services » Wealcome to the Symphg
- ICMP Monitor ¥ This section allows you to &
TCP Monitor »
R

URL Manitor "

»Symphony Orchastrator W m

When you first open the Orchestrator Database Dashboard you are presented with a hierarchical view
of all your Symphony Databases. This view provides both health at a glance and the ability to drill
down into your services. The tree provides a root for each data center, and the immediate children are
Symphony Database subscriptions with child schemas.

' Cu:umn— ' Database Dashboard i# Image Management Repository ' Storage Dashboard

Expand All = Collapse All G Refresh Objects

Object ] Health CPU Usag

z
=

= & ZZDC3
= = 5603107DC35QL01 | 0.0%
S603107_NATO0613510

= 5608514DC30RA01 MIA

MNATO619511_S608514DC30RADT

= & ZZsC8

= 56085145CE0RA01

=
=

NIA
MRTARTT1_S608514SCBORAO1
MRTARTT2_S608514SCB8ORA01

MRETARTT3_S6085145CBORAD1
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Managing your subscription

How to change your Symphony Database subscription

Symphony Database Resources can be increased or decreased in the Savvis Marketplace or the
Database Dashboard in Orchestrator. This action changes the service tier for a Symphony Database
Compute Resource. The service tier can be increased or decreased at any time without downtime

within available capacity. *

Dashboard - iSﬁDBMﬂSC:BﬂRAIH T

General Firewall User Management Backups Tablespace
Consumer Group Name: S6085143CE0RADT

Service Tier: 0.5 Core 2 GBRAM

FTPS Server: sclsftp.sdb. savvis.net

h Create Schema

==

Change Symphony Database Order Form

' Step 1: Service Selection

& Enabls SFTP G ESarvice Tier Maintenance

Cart Name: USERCART

New Tier: 1 CPU Caore / 4 GB FAM

0.5 CPU Core / 2 GB RAM
1 CPU Core / 4 GB RAM
2 CPU Core / 8 GB RAM
4 CPU Core /16 GB RAM
8 CPU Core / 32 GB RAM

E

ta D” | | Change Senvica Tier
=

1 When capacity is not available, but the data center can satisfy the request a migration of
the entire Symphony Database Compute Resource will be required which is an offline

operation.

Savvis Symphony Database Startup Guide - Oracle
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How to delete your Symphony Database Subscription

Available in the General tab of your Symphony Database as “Delete”, this action allows a Symphony
Database to be permanently deleted including all schemas and backups. WARNING: THIS ACTION
CANNOT BE REVERSED.

Confirm Service Deletion

This action will permanantly delete your
Symphony Database resources within
SE0B5145CE0RAD1. This includes all

associated Databases, Database
Backups, Database Snapshots,
Database Mirrors and User Accounts.

This action cannot be reversed

l. Confirm J l_l.'.‘.am:ul J 7

N
ote: when a Symphony Database Subscription is deleted its contents are unrecoverable, this includes backups, snapshots, mirrors
and databases. If you have inadvertently deleted your subscription contact the Savvis helpdesk immediately.

Savvis Symphony Database Startup Guide - Oracle 18
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Managing SFTP access

How to enable SFTP access

SFTP access to your Symphony Database Subscription can be enabled in the General tab of your
Symphony Database as “Enable SFTP”, this action enables SFTP access to the backup folder of a
Symphony Database Compute Resource. The process includes creating an account to access the SFTP
site and granting access to the site to this user. If you forget the password to your SFTP user account
you can either disable and enable SFTP access or call the Savvis helpdesk and have them reset the
password. The password submitted when enabling SFTP must have at least 1 number, lower case &
upper case letter and special character.

Enable SFTP Access

Enabling SFTP Access will allow you o
upload and download native Microsoft
S0L Server Database Backups.
Backups can be uploaded for migrating
databases into Symphony Database
and backups can be downloaded. Any
backup file intended for long term
usage should be placed in the archive
folder. All other folders are subject to
deletion after 4 days.

Password:

l Confirm ]l Cancel J ﬂ

Savvis Symphony Database Startup Guide - Oracle 19
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How to disable SFTP access

SFTP Access can be disabled from the General tab of your Symphony Database as “Disable SFTP”, this
action deletes the user and removes the SFTP configuration for the Symphony Database Compute
Resource SFTP Access.

& %- @D veesere | €9 Dot | ) Change Servics Ter

Dizable SFTP Access

Disabling SFTF accass will pervent all
external access to Symphony Database

backups

Confirm ] Cancel @

Savvis Symphony Database Startup Guide - Oracle 20
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Managing the firewall

How to add rules to the firewall

Firewall rules can be added from the Firewall tab of your Symphony Database as “Add IP Address”,
this action will open the firewall allowing network access to the Symphony Database Compute
Resource databases and data to the requested IP Address or Subnet.

Each Symphony Database Compute Resource has its own firewall rules that are managed through the
SavvisStation Portal. The Firewall must have at least 1 IP Address or Subnet defined at all times, and
subnets can be no larger than /24 (255.255.255.0). The firewall does not prohibit access to the
SavvisStation Portal, but to accessing the databases and data within. The firewall is not limited in the
number of IP Addresses or Subnets defined for a Symphony Database Compute Resource.

Note: Symphony Database Compute Resources are not accessible from Private IP Addresses like those found in the following three
ranges: 10.0.0.0 thru 10.255.255.255, 172.16.0.0 thru 172.31.255.255 & 192.168.0.0 thru 192.168.255.255 the firewall only
accepts IPv4 addresses at this time, contact the Savvis helpdesk if an IPv6 address is required.

Dashboard »r S6085145CB80RAM %

General Fireswvall Uzer Management Backupz | Tablespace
Consumer Group Name: S6085143C80RA01
IP Address: 165.103.6.20
DMNS Mame: SEOBS145CR0ORADT SDB.SAVVIS NET
TCP Port: 1505

Add IP Address to Firewall

Server Hosts:

IF Adresss:

Subnet Mask: 24 26 28 30 32

|

1 1
[ )
255.255.255.255 .-'32|I'

Allowed IP Addresses

IP Address
1012142 131

How to remove rules from the firewall

Select a Server = Add —

> Remoave

Add IP Address to Firewall

IP Adresss

24 | -

Subnet Mask

24 26 28 30 32

G
255.255.255.192 126

@

l Apply H Cancael J

Savvis Symphony Database Startup Guide - Oracle

21



Savvis

Firewall rules can be removed from the Firewall tab of your Symphony Database as “Remove”, this
action will remove network access to a Symphony Database Compute Resource Service Tier and data
for a requested IP Address or subnet that has access.

Note: the firewall must have at least 1 IP address or subnet at all times.

Allowed IP Addresses

IP Address

10.12.142.100 > _

Savvis Symphony Database Startup Guide - Oracle 22
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Managing Logins

How to create logins/Schemas

Available in the User Management tab of your Symphony Database as “Create Schema”, this action
creates a Oracle Database Login. Logins may be used by Applications/developers/administrators to
access, manage, maintain, design or manipulate the databases. Users by default do not have access
to any other schemas in your Service tier. Rights to databases are gratned to other schemas via the
SavvisStation Portal using the “Grant User Acess” feature. When a user is created you will be
prompted to supply the username and password for the new user, the username will actually have
your Symphony Database name apppended to it like “john_doe_s123456sc8ora01” when “John_Doe”
was entered by you as the username.

Create Schema

Schema Mame:

l. Create ] l Cancel J @

Savvis Symphony Database Startup Guide - Oracle 23
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How to delete logins/Schemas

Available in the User Management tab of your Symphony Database as “Delete”, this action
permanently deletes a schema from the Symphony Database Compute Resource.

Dashboard »* | S608514SCEORAN :'|

General Firewall User Management Backups | Tablespace

Consumer Group Name:  SE085143C20RA01

b Create Schema

Authentication
Usemname Type Task
ADMIN_S6085145C80RA01 ORA_LOGIN
MRTARTTZ S6085145CE0ORA01 ORA_LOGIN Delete Disable Grant Access Revoke Access
MRTARTT3_SE085145CE0RANT ORA_LOGIN Delete  EeNet Password Disable Grant Access Revoke Access
MRTARTT1_S608514SCB0RANT ORA_LOGIN Delete  Beset Password Disahle Grant Access RBevoke Access

Note: When a login is deleted it permissions are also deleted and will no longer appear under a database.

Delete User

Thiz action will delete this user from all
the databases.

[ Confirm Jl Cancel J ﬂ

Savvis Symphony Database Startup Guide - Oracle 24
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How to unlock logins and reset passwords

Available in the User Management tab of your Symphony Database as “Reset Password”, this action is
used to reset the password for a login. By default an Admin account is created with a random
password, use this feature to reset the accounts password, or the password of any account whose
password has been forgotten, lost or compromised.

Usemame Type
ADMIN_36085143CEORAN1 ORA_LOGIN
MRTARTTZ_S6085145C80RA01 CRA_LOGIM Delete  Reset Passward
MRTARTT3 S60B5143CBCRAD1 ORA_LOGIN Delete  Reset Password _
MRTARTT1_S6085145C80RA01 CRA_LOGIM Delete  Eesst Password

Reset Password

Enter new password:

[ Confirm Jl Cancel J ﬁl

Savvis Symphony Database Startup Guide - Oracle 25
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Managing your Symphony Database subscriptions

Schemas can be managed from the Databases tab of your subscription or from the Symphony
Orchestrator dashboard.

How to create schemas

Available in the User Management tab of your Symphony Database as “Create Schema”, this action
creates a Oracle Database Login. Logins may be used by Applications/developers/administrators to
access, manage, maintain, design or manipulate the databases. Users by default do not have access
to any other schemas in your Service tier. Rights to databases are gratned to other schemas via the
SavvisStation Portal using the “Grant User Acess” feature. When a user is created you will be
prompted to supply the username and password for the new user, the username will actually have
your Symphony Database name apppended to it like “john_doe_s123456sc8ora01” when “John_Doe”
was entered by you as the username.

Create Schema

Schema Mame:
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How to delete schemas

Available in the General tab of your Symphony Database Databases as “Delete”, this action will

permanently delete a schema from the Symphony Database Compute Resource along with the

databases backups, snapshots and any other related objects.

WARNING: This action is not-recoverable.

Dashboard > | S608514SCEORAN ¢'|

General Firewall Uszer Management Backups | Tablespace

Consumer Group Mame:  SE0B5143CEORADT

b Create Schema

Authentication

Usemame Type Task
ADMIN_S6085145CE0RA01 ORA_LOGIN
MRTARTTZ_S6085145CE0RA01 ORA_LOGIN Delete Disable Grant Access
MRTARTTS 56085145CE0ORA01 CORA_LOGIN Delete Reasat Passwaord Disable Grant Access
MRTARTT1_SE08514SC20RAN1 ORA_LOGIN Delete  Reset Password Disable Grant Access

Note: When a login is deleted it permissions are also deleted and will no longer appear under a database.

Delete User

Thizs action will delete this user from all
the databases.

[ Confirm Jl Cancel J ﬂ

Savvis Symphony Database Startup Guide - Oracle
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Managing database maintenance
All database management is handled by Savvis support staff. If you wish to disable backups, you can

do so by contacting the Savvis service center.

Statistics are computed nightly for all database objects and any functions that are available via a
Managing Symphony Database Database storage

How to add a tablespace

Available in the Storage tab of your Symphony Database Databases as “Add Tablespace”, this action
creates a tablespace named by the requester to create database objects in. This is normally done for
logical separation of objects. By default, an index(IDX) and data(DATA) tablespace is created with
each service tier. All tablespaces have your customer ID appended(e.g. DATA2_customerlD).

Note: Custom tablespace nhames that do not include the customer ID are not allowed at this time.

Add New Tablaspace

Enter new tablespace name:

l Confirm ]l Cancel J ﬁ

How to add Symphony Database database files

All tablespaces and the associated datafiles are ASM based. Savvis will manage all underlying storage
provisioning. Savvis monitors disk group usage and will add additional space as required.
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How to shrink and grow Symphony Database database files

Resizing of Symphony Database database files is not required as tablesapace storage is handled via
ASM and all tablespaces are ‘locally managed’ by oracle.

Savvis Symphony Database Startup Guide - Oracle
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Managing database security

How to grant access to a schema

Available in the Security tab of your Symphony Database Databases as “Grant User Access”, this task
will allow you to grant read only or read-write access to another schema. This task gives a user access
to select insert, update and delete from another schemas objects. If access to schemas in another
service tier of the same client ID are required, this can be accomplished via a call to the savis help
desk.

Consumer Group Mame:  S8035143C280RA01

k Create Schema

Authentication
Usemame Type Task
ADMIN_S6085145CBORAD1 ORA_LOGIN
MRTARTTZ_S6085145CE0RAN1 ORA_LOGIN Delete Reseat Password Disable Grant Access _
MRTARTTS_S6085145CE0RAN1 ORA_LOGIN Delete  Reset Password Disable Grant Access Revoke Access
MRTARTT1_S6085145CE0RA01 ORA_LOGIN Delete  Reset Password Disable Grant Access Revoke Access

Grant User Access
Source Schema
MRTARTTZ SE60B5143CECRAQT
Please select a destination schema
MRTARTT3 S6085145CE0ORAD1 -

MRTARTT1_S60E5143CE0RA01

MRTARTT3 SE0E5145CE0RANT @
I J R ] =
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How to revoke access to a schema

Available in the Security tab of your Symphony Database Databases as “Revoke”, this task revokes

access to another user’s schema, but does not remove the schema from your service tier. The user

will simply no longer be able to perform any actions on another users table. Select “revoke access”

and then select the user that you want to no longer allow prvilages to. This user will no longer be able

to select, update or insert on the ‘source Schemas’

tables.

Consumer Group Mame:  S8035143C280RA01

ﬁ Create Schema

Authentication

Username
ADMIN_SE085145SCBORAD1
MRTARTTZ_SE085143CE0RAN1
MRTARTT2 S6085145CEBORADT
MRTARTT1_SE085145CEORMADT

Revoke User

Source Schema

L

Type
ORA_LOGIN
ORA_LOGIN
ORA_LOGIN
ORA_LOGIN

MRTARTTZ S6085145C80RA01
Please select a destination schema

MRTARTTS S60E5143CE0RA01

MRTARTT1_S60B51453C80RA01
MRTARTT3 SE0B5145CE0RANT

g

@

Task

Delete Reset Password Disable - Revoke Access
Delete Eeset Password Disable Grant Access Revoke Access

Delete  Eeset Password — Disable — Graot Access — Eevoke Access
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How to change a tablespace write mode

Available in the Storage tab of your Symphony Database Databases as “Change Write Mode”, this task
will make a tablespace Read-Only or Read-Write. If a database is Read-Only data cannot be changed,

access cannot be modified and data within the tablespace cannot be manipulated(but can still be

selected).

Note: When a database is in Read-Only mode the SavvisStation Portal will provide read only access to that tablespace until the

tablespace is placed into Read-Write mode.

Dashboard = S6085145CE0RAMM

il
L

General Firewall Uzer Management Backups
Service Tier Mame S6085145CE0RA01
@ Add Mew Tablespacs
Tablespace
Name Size(GB) Mode
IDX_S6085143C80RA01 0.0 READ WRITE
MRTARTT1_S6085145C801 0.0 READ WRITE
DATA _S6085145CEBORAO0T | 0.0 READ WRITE
MRTARTTZ_SE0B5145C801 0.0 READ WRITE

Change Mode

This action will changes the access
mode for this tablespace to Read Only

moda

[ﬂunﬁrm J l Cancel J a

Tablaspace
Task
Delete Change Mode
Delete Change Mode
Delete Change Mode
Delete Change Mode
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Managing Symphony Database database backups

How to create a Symphony Database database backup

Available in the Backups tab of your Symphony Database Databases as “Backup Database”, this action
will create a full database backup of a service tier to be used for database recovery. All schemas
within your service tier will be backed up via oracle’s expdp tool.

Confirm Backup Request

This action will create a full Backup of
your database which will result in
increased storage fees.

l Confirm J[ Cancel J @
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How to restore a Symphony Database database

Available in the Backups tab of your Symphony Database Databases as “Restore”, this action will
restore an entire service tier(all schemas) to the point in time that the database was created.

Dashboard - S6085145CE0RA0N 2 |

b

General Firesvall Uszer Management Backups | Tablespace

Service Tier Name SE0ES142CE0ORADT

EBachup Service Tier

Backup History
Date Size(MB) Task
01-JUL-11 ﬁ Restare
08-JLIM-11 @ Restore —
15-MAY-11 @ Restare

Client Backup History c Refresh backups

File Name Date Size(MB)

Savvis Symphony Database Startup Guide - Oracle
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Appendix A: Importing and Exporting Databases

Savvis provides access to Import (upload) and export (download) databases to and from your
Symphony Database through Secure FTP. You may see this access referred to as SFTP, FTP, FTPS or
FTPES. Technically the access is FTPES which standard for FTP over Explicit SSL. FTPES is a secure
form of FTP that is fully encrypted like an HTTPS website. By default no Symphony Database can be
accessed using FTP, this access has to be enabled in the SavvisStation Portal. Only when FTP access
enabled in the SavvisStation Portal is a Symphony Database accessible through FTP.

FTP is open to the internet from a firewall perspective, however when SFTP is not enabled for a
Symphony Database there is no attack surface. This is important as Savvis recommends enabling
SFTP access only when it is needed, and disabling it when not in use. Savvis does have precautions i
place to mitigate attacks ranging from account lockouts on invalid login attempts and explicit home
directory mapping to command filters, URL sequence filters and file type filters.

If your company limits outbound access you will need to have your corporate or personal firewalls
updated to allow FTP over TCP port 21 to Symphony Database for the control channel and TCP ports
5000 through 5999 for the Data channel. It is important to reiterate that this is not plain FTP, and
attempts to connect with traditional FTP are prohibited by Savvis’ systems. Only FTPES is allowed
making some traditional command line utilities inoperable for accessing your Symphony Database.
Because of this limitation with traditional command line utilities Savvis recommends the use of
FileZilla or WS_FTP for connecting to your Symphony Database FTPES site.

Using FileZilla

This is a step by step guide on how to use the free FileZilla client to connect using FTPES to your
Symphony Database.

Connect using quickconnect

1. In the “Host:” textbox type ftpes:// in front of the domain name you are connecting to.

[ Filezinia . . '

File Edit VYiew Transfer Server Bookmarks Help

A-FEFF 2B E WP 0
Host: ftpes:/fscBsftp.sdb.s  Username: douddbls605031sci Password: sessssss Fort: B

I
2. The “Username:” and “Password:” textboxes will be filled out with your username and

password for FTP access. The Username was emailed to you when SFTP access was enabled,
and the password was set when the account was created.

3. The “Port:” should be set to the standard 21

4. You are ready to connect, just click the “Quickconnect” button and accept the security
certificate.

Savvis Symphony Database Startup Guide - Oracle

is

n

35



Savvis

Uploading files

The files on your local computer are in the left pane and the files in your Symphony Database are in
the right pane. It is important to note the following:

e Only .dmp files can be uploaded into your Symphony Database

e Only Oracle ‘expdp’ files can be uploaded

e Only schema level backups are supported at this time

e All folders other than the \Archive folder have content retention policies deleting all contents
older than 4 days. If you need to keep a backup for more than 4 days it should be placed in

the \Archive folder.

To upload files into your Symphony Database:

1. Connect to the Savvis SFTP server using Quickconnect
2. Navigate to the folder in the right pane that you want to place the file(‘s) typically the Archive

folder.

3. Navigate to the local folder in the left pane that contains the backup file(‘s)

4. Right click the file(‘s) in the left pane and select “Upload”

louddb',s605031sc8sql06@sc8sftp.sdb.savvis.net - FileZilla

iew Transfer Server Bookmarks Help

4 -]
=

=

TEP eI Bk® AT

| Haost: |Ftpss:p’,isc85ftp.sdb.s Username: |c|uu\:|db\56050315d Password: |-""-"

[Responss: 150 Cpening BINARY mode data connection, =l
Response: 226 Transfer complete,
[Stakus: Directory listing successful
iCormmand: WD |
Response: 250 CWD command successful,
(Command: DELE 5605031_NAT04280316_Full_20110509154912.BAK
Response: 250 DELE command successful. j
Local site: | CiiUsersiriiDocuments|MyBackups) j Remote site: ‘ i -
: © &I Documents alle-lT =
&' Ky Music Archive
% My Pictures 055 _RILLING_D2
| My Videos 5605031 _ACOOKL
MyBackups — S605031_NATO42E0316 e
- L. Metwork Manitor 3 : 5605031 _NATOS030927
o & et | b e -
Filename = | Filesize | Filekype I Last modified Filename = I Filesize: | Filekype I Last modified | Permissions | ;I
Archive File Folder Sf&/2011 6:50:...
3 i S Sff2011 615312 PM 055 _BILLING_02 File Folder Sff2011 59,
|| 580503 4+ Upload S/9(2011 6:55:09 PM | 5605031_ACOOK! File Folder SiE(2011 G:00:..
f" Add files to queue . 5605031_MATO4280316 File Falder SI9J2011 6:49:...
+ 3605031_MATOS030927 File Folder Sf2011 5:59:
O?E“ SA05031_NATOSO30923 File Folder S5/a2011 5:59:
Edit 5605031 _MATOS030929 File Folder
Create directary | SE05031_MATOS03921 File Folder
Refresh | S605031_MATOS03925 File Folder
. 5605031 _MATOS03DE] File Folder
DEEE | 5605031_MATOS040934 File Folder 5/2/2011 £:00:... -
Rename q | | »
Selected 1 file. Tatal size: 151,552 bytes 11 directories

Server/Laocal file | Direction | Remate filz

Slzel Priarit: | Status

Queued files Failed transfers Successful transfers (33
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Downloading files

The files on your local computer are in the left pane and the files in your Symphony Database are in
the right pane. It is important to note the following:

e All database backups are listed with the .DMP extension and have the date embedded in the

filename

e Exports are done in the ‘expdp’ format using oracle 11GR2.

To download files from your Symphony Database:

N

computer.

Connect to the Savvis SFTP server using Quickconnect
Navigate to the folder in the left pane that you want to place the file(‘s) on your local

3. Navigate to the remote folder in the right pane that contains the backup file(‘s) you want to

download

4. Right click the file('s) in the right pane and select “Upload”

& Rpes://clouddb s605031scBsql06@sc8sftp.sdb.savvis.net - FileZilla

File Edit WView Transfer Server Bookmarks Help

[A-FEeR e Pa®E TN

‘ Host: | ftpes fiscesftp.sdb.s  Username: [rlouddbis6050315ct - Password; [seseesee

Response: 257 "(S605031_MATOS03921" is current directory, =]
Cornmand: PASY

Fesponse: 227 Enteting Passive Maode (165,193,8,252,19,207).

Cormmand: LIST

Response: 150 Gpening BINARY mads dats cannection.

Fesponse: 226 Transfer complete,

Status: Directory listing successful EI

7| | Remate site: | /055 _BILLING 02

Local site: | C:\Usersiy 1\ DocumentsiMyBackups!,
= ﬂ: Dacuments

' My Music
My Pictures
My Videos

Archive

5 || SR =

055_BILLING_02
SE05031_ACOOKL

L MyBackups — SE05031_NATO4250516 b
Network Manitor 3 SE05031_NATOSOB0927
: : ! WindowsPowerShell =l =l
Filename = | Filesize | Filstyps [ Last modified [ Filename = [ Filesize | Filetype [ Last modified [ Permissions | Ow
|| 5605031 _MATO4... 151,552 BAK File 5(9/2011 £:53:12 PM ILLING 02 Full ...
| SE0S031_MATOY... 6,656 TRN Flle 5(0/2011 £:53:00 PM | 1055 BILLING 4 Download N File

|| ©s5_BILLIN N Fils 5(9/2011 3t

Yo Add Files to queus
Yiew/Edit
Create directory
Refresh
Delete:
Rename
4 Copy URL{s) to cipboard | ]

Selected 1 file, Total size: 151,552 bytes

ocloctod 1 filo. T File permissions. ..

Server|Local filz [ irection [ Remote il [

Size | Priority | Status [

Queued files Failed transfers Successful transfers (3]
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Using WiInSCP

This is a step by step guide on how to use the free WinSCP client to connect using FTPES to your
Symphony Database.

Connect screen

1. In the “Host name:” textbox enter the domain name you are connecting to.

WinSCP Login [ 2]
Session 5 essior
o Stored sessions Hait name: Part number:
Ervironment - =
frarorment scsftp. sdb. sawvis.net 2172
- Directories I I =

Preferences

Uzer narme:

Pazzward:

I CloudD B4sE05031 sc8sql06

Frivate key fle:

—Fratocat
File protocal: IFTF' j ISSL E splicit encryption j
Select color |
[~ Advanced options
About... | Languages | Login I Save... | Close |

2. Select “FTP” in the “File Protocol” drop down list
Select “SSL Explicit encryption” in the drop down list
4. The “Username:” and “Password:” textboxes will be filled out with your username and

w

password for FTP access. The Username was emailed to you when SFTP access was enabled,
and the password was set when the account was created.

5. The “Port:” should be set to the standard 21

6. You are ready to connect, just click the “Login” button and accept the security certificate.
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Uploading files

The files on your local computer are in the left pane and the files in your Symphony Database are in
the right pane. It is important to note the following:

e Only Oracle expdp formatted files can be uploaded into your Symphony Database

e 11GR2 is the recommended source version to perform the expdp with. Other versions may
experience problems and require Savvis support to successfully import into your schema

e Only ‘schema’ backups are supported at this time. No grants or permissions to other objects
will be imported

e All folders other than the \Archive folder have content retention policies deleting all contents
older than 4 days. If you need to keep a backup for more than 4 days it should be placed in
the \Archive folder.

To upload files into your Symphony Database:

1. Connect to the Savvis SFTP server using the Connect screen

2. Navigate to the folder in the right pane that you want to place the file(‘s) typically the Archive

folder.
3. Navigate to the local folder in the left pane that contains the backup file(‘s)
4. Drag the file(‘s) from the left screen into the right screen and select “Copy” on the dialog as

shown below:

. jMyBackups - CloudDB',s605031scBsql06@scasitp.sdb.savvis.net - WinSCP

Local Mark Files Commands Session Options Remote Help

oHP- BB mP BB |¥E

[/ My documenis - iE - - far (2]
Doc s

0 (% - Default - g-
5 avchive - B3 ie -5 - iAo [

Mame ~  Ext size | Type Changed Abkr ] Mame ~  Ext Size | Changed Rights owner |
t .. Parent directory SfafzoLl ... .
|_|5605031_NATO428031 ... 151,552  BAK Fils sfafz011 .. a
|| 5605031 _NATO428031 ... &,656  TRN File Spofzoll .. a
Copy HE

Copy file 'SE05031_WATO4280316_Ful_2011050318451 2 BAK' ta remate directary:

Transter setting:
’7Delau\l transter settings
™ Mew and updated filsfs) only [~ Do not show this dialog box again

I~ Transfer on backgiound (add to transfer queue) ™| Tiransfer each file individually

Transfer settings... Copp | Cancel Helo |

0B of 154 KiB in 0 of 2 0B of 0Bin0of0
7 FzRename | F4Edit 23 FS Copy .5 F6 Move (= F7 Create Directory < FG Delste [ F9 Properties 1. F10 Quit

=] FTP | 01079
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Downloading files

The files on your local computer are in the left pane and the files in your Symphony Database are in
the right pane. It is important to note the following:

To download files from your Symphony Database:

1. Connect to the Savvis SFTP server using the connect screen

2. Navigate to the folder in the left pane that you want to place the file(‘s) on your local
computer.

3. Navigate to the remote folder in the right pane that contains the backup file(‘s) you want to
download

4. Drag the file(‘s) from the right screen into the left screen and select “Copy” on the dialog as
shown below:

=.1055_BILLING_0Z - CloudDB',56050315c8sql06@sc8sftp.sdb.savvis.net - WinsCP

Local Mark Files Commands Session Options Remote Help
& = S e WP BT | F o D psfa i@ -
[ My dacuments =" PR 20 | % | 055_BILLING 02 & e - b M
C 5
Mame Ext Size | Type Changed Attr | Mame =  Ext Size | Changed Rights owrer |
t. Parent directory  5/9/2011 ... t.
|| 5605031 _MATO428031 ... 151,552 BAK Fils 5(3/2011 . 3 || 055 _BILLING 02 _Full_... 153,600 5/9/2011 2:34 PM
|| SB05031_NATO428031... 6,656 TRHFilz 5f9/2011 ... a __|0S5_BILLING 02 _TLog... 7,680 5/9/2011 2:34 PM
|| 055 _BILLING_02_TLog... 14,848 5/3/2011 3:59 PM
Copy HE
Copy file '055_BILLING_D2_Full_201110503143443 BAK' to local directary:
= o e = Browse.
Transfer setting:
’7Delau\t transfer settings ‘
I~ Mew and updated fils(z) only I~ Da not show this dislog box again
I Transter on backaround [add to transter queus) ™| Transter each file individuslly
Transfer satiings Coy | Cancel Helo |
0B of 154 KiE in 0 of 2 0B of 172 KiB in 0 of 3
o F2Rename [ F4 Edic B3 FS Copy 5 F& Move (5 F7 Create Directory 3¢ F8 Delete 757 FO Properties 1. F10 Quit
=] FIP s 0:14:52
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Appendix B: Network Access and Proxies

The greatest hurdle to consuming your Symphony Database subscription may be your network access
to the service.

If you have to make any network changes you should note the following:

e The protocol is TCP

e The destination address is the IP Address of your Symphony Database subscription 2
e The destination port is the port of your Symphony Database subscription®

e The source port is 1024 through 65535

e The source address can be ANY, an IP Address or a Subnet

Accessing your Symphony Database service from a Savvis data center

Accessing your service from a Savvis data center may require an outbound firewall rule be created to
allow your web and/or application servers to access and consume your Symphony Database
subscription. If a firewall rule must be created you should open a ticket with the Savvis helpdesk and
complete a firewall change request form.

Accessing your Symphony Database service from your corporate office

Accessing your service from your corporate office may require an outbound firewall rule be created to
allow your web and/or application servers to access and consume your Symphony Database
subscription. If you traverse a proxy server to access your subscription and your application is not
proxy aware you may have to alter your proxy server to make an exclusion for SQLNet which may
include configuring a direct NAT/PAT connection.

Accessing your Symphony Database service remotely

Most home and small business routers and firewalls allow all outbound connections, however if your
device limits outbound connections to web services you may have to alter your device to allow access
to your Symphony Database

2 Available in the SavvisStation Portal under the firewall tab as “IP Address”
3 Available in the SavvisStation Portal under the firewall tab as “TCP Port”
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Appendix C: Management Software

Oracle SQL*Plus Instant Client

http://www.oracle.com/technetwork/database/features/instant-client/index-097480.html

Oracle SQLDeveloper

http://www.oracle.com/technetwork/developer-tools/sql-developer/downloads/index.html

Filezilla

http://filezilla-project.org/

WinSCP

http://winscp.net
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Copyright

This is a preliminary document and may be changed substantially prior to final commercial release of
the software described herein.

The information contained in this document represents the current view of Savvis, Inc. on the issues
discussed as of the date of publication. Because Savvis must respond to changing market conditions,
it should not be interpreted to be a commitment on the part of Savvis, and Savvis cannot guarantee
the accuracy of any information presented after the date of publication.

THIS DOCUMENT IS FOR INFORMATIONAL PURPOSES ONLY. SAVVIS MAKES NO WARRANTIES,
EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, no part of this document may be reproduced, stored in, or introduced into
a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), or for any purpose, without the express written permission of Sawvvis
Corporation.

Savvis may have patents, patent applications, trademarks, copyrights, or other intellectual property
rights covering subject matter in this document. Except as expressly provided in any written license
agreement from Savvis, the furnishing of this document does not give you any license to these
patents, trademarks, copyrights, or other intellectual property.

© 2011 Savvis, Inc. All rights reserved.

Savvis Symphony Database Startup Guide - Oracle 43



	About Your Service
	Monitoring
	System Maintenance
	Support

	Getting Started
	How to create your Symphony Database subscription
	How to enable SFTP access
	How to add rules to the firewall
	How to create logins/schemas
	How to grant access to another schema in your service tier

	Connecting To Your Database
	SQLNet Connect String for JDBC
	TNSNAMES.ORA Entry:

	Managing Your Symphony Database Service
	Using third party management tools
	Navigating the SavvisStation Portal
	Marketplace
	Orchestrator

	Managing your subscription
	How to change your Symphony Database subscription
	How to delete your Symphony Database Subscription
	Managing SFTP access

	How to enable SFTP access
	How to disable SFTP access
	Managing the firewall
	How to add rules to the firewall
	How to remove rules from the firewall

	Managing Logins
	How to create logins/Schemas
	How to delete logins/Schemas
	How to unlock logins and reset passwords


	Managing your Symphony Database subscriptions 
	How to create schemas
	How to delete schemas
	Managing database maintenance
	Managing Symphony Database Database storage 
	How to add a tablespace
	How to add Symphony Database database files
	How to shrink and grow Symphony Database database files

	Managing database security
	How to grant access to a schema


	How to revoke access to a schema
	How to change a tablespace write mode
	Managing Symphony Database database backups
	How to create a Symphony Database database backup
	How to restore a Symphony Database database



	Appendix A: Importing and Exporting Databases
	Using FileZilla
	Connect using quickconnect
	Uploading files
	Downloading files

	Using WinSCP
	Connect screen
	Uploading files
	Downloading files


	Appendix B: Network Access and Proxies
	Accessing your Symphony Database service from a Savvis data center 
	Accessing your Symphony Database service from your corporate office
	Accessing your Symphony Database service remotely

	Appendix C: Management Software
	Oracle SQL*Plus Instant Client
	Oracle SQLDeveloper
	FileZilla 
	WinSCP

	Copyright

